ICRMESE - 2020 ISSN: 2008-8019

Special Issue on Proceedings of International Virtual Conference, Recent Materials for, Engineering Applications and Sustainable
Environment, December 2020. International Journal of Aquatic Science, Volume 11, Issue 1, 2020.

(1A

PRIVACY PROTECTION FOR MEDICAL DATA SHARING
AND STORING USING CLOUDLET

'S pathurnisha, Assistant Professor, Department of Computer Science and Engineering, Nehru

Institute of Technology, Coimbatore
2K P Rini, Assistant Professor, Department of Computer Science and Engineering, Nehru

Institute of Technology, Coimbatore

3K Arun Patrcik, Assistant Professor, Department of Computer Science and Engineering, Nehru
Institute of Technology, Coimbatore

*Correspondent e-mail:nitgowrishankar@nehrucolleges.com

ABSTRACT

Currently the popularity of wearable devices is on the increase and along with the development
of clouds and cloudlet technology, there has been an ever-increasing need to provide better
medical care. The processing sequence of medical data primarily includes data collection, data
storage and data sharing, etc. Traditional healthcare system often requires the delivery of medical
data to the cloud, which involves users’ sensitive information. Practically, medical data sharing
is a critical and challenging issue. In this paper, a novel healthcare system with de-duplication is
proposed and implemented incorporating the flexibility of cloudlet. The functions of cloudlet
include privacy protection, data sharing and de-duplication. Firstly, the Number Theory Research
Unit (NTRU) method is used to protect data during transmission of user’s body data collected
from wearable devices to the Cloudlet . Those data will be transmitted to nearby cloudlet in an
energy efficient fashion. Secondly, a new trust model to help users to select trustable partners
who want to share stored data in the cloudlet is presented. The results demonstrate the
effectiveness of the proposed scheme.

Index Terms — Privacy protection, Data sharing, Healthcare, EHR.

1. INTRODUCTION
Cloud computing plays a critical role in enabling ubiquitous access to shared pools of

system resources and higher-level services that can be rapidly provisioned with least
management effort over the Internet. A cloudlet is a small-scale data center or group of
computers intended to provide cloud computing services quickly to mobile devices, such as
smartphones, tablets and wearable devices. . Healthcare organizations that have been dealing
with growing amounts of electronic health records (EHRs) and digital images, would seem a
good fit for cloud storage services[13]. Current trends aspire towards accessing information
anytime, anywhere, which can be achieved when moving healthcare information to the cloud.
Despite the security and privacy risks, healthcare organizations can undoubtedly take advantage
of cloud computing solutions and fetch great benefits such as improving quality of service to
patients and reducing overall healthcare costs [9].

Furthermore, cloud computing can support healthcare organizations to share information
such as EHRs, doctor’s references, prescriptions, insurance information, test results stored across
different information systems. However the following primary problems need to be addressed.
They are
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(i) how to secure the user’s body data during its transmission to a cloudlet?
(i) how to ensure that data sharing in cloudlet will not cause privacy problem?
(iii)  how to secure the massive healthcare data stored in a remote cloud?

This paper proposes a cloudlet based privacy protected healthcare system. The body data
collected by wearable devices of patients are transmitted to the nearby cloudlet and also
delivered to the remote cloud where doctors can access for disease diagnosis and analysis.

2. LITERATURE REVIEW
A brief review of the works in the cloud-based healthcare area is given below.

Doukas et al.[4] have developed a wearable, textile-based open hardware and software
that collects motion and heartbeat data and stores them on an open Cloud infrastructure for
monitoring. Sensors are attached to patient body which collects bio-signal (heart rate, pulse rate,
blood pressure and temperature), motion data of the patient and send data to the smartphone of
patient using Bluetooth link.

A system called MIFAS (Medical Image File Accessing System) is proposed by Chao et al. [2]
to solve the exchanging, storing and sharing on Medical Images of crossing the different
hospitals issues. The main aim of the work was solving the challenge in Medical Image
exchanging, storing and sharing issues of EHRs.

In paper [11] authors use cloud computing to connect different medical institutions to
share medical information. In health sector medical applications can be loaded into cloud’s
dynamic environment and treating the medical devices as the part of the cloud, where software
modules are automatically deployed on demand which can improve healthcare. This system
connects different medical devices in cloud to get better processing capability. A home health
care system using cloud computing is proposed by Deng et al. [3] .In this system patients,
medical personnel’s and doctors will be connected to get different services. The services
provided are drug therapies management, sleep monitoring and physical activity management of
patients.User communicates with this system through a Web Portal and SOAP interface.

Sanjay et al. [12 ] decided that the current trend of adopting cloud computing in the
medical field can improve and solve several collaborativeinformation issues in healthcare
organizations as well as cost optimizations.

3. PROPOSED SYSTEM

A cloudlet based healthcare system is presented where deduplication of data and the
efficiency of data transmissions are the foremost concerns. The encryption procedure for users’
privacy data is introduced which prevents the leakage or malicious use of users’ private data
during transmissions and also decryption at the other end .NTRU protection mechanism is used
for this. Figure 1 illustrates this procedure. The medical data delivery sequence, separated into
three stages for effective privacy protection is summarised in figure 2 and figure 3 depicts the
system architecture in a more lucid manner.
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Fig.3. System architecture

In order to share data in the cloudlet, users’ similarity and reputation is used to
build up trust model based on the measured users’ trust level; the system determines
whether data sharing is to be performed or not. Data in remote cloud is divided into
different kinds and encryption mechanism is used to protect them. Here, a three-login
procedure is proposed against malicious attacks. One login and modification for the
doctor (user) and another one for the patient to see the medical record but they have only
permission to read and also one login for research centers for their research purpose. And
one admin login all these can be done using login ID and password. Using cloudlet it is
really easy to store data of different hospitals coming under one organizations.

In the deduplication approach , unique chunks of data, or byte patterns,
are identified and stored during the process of analysis. As the analysis continues, other
chunks are compared to the stored copy and whenever a match occurs, the redundant chunk
is replaced with a reference that points to the stored chunk. Given that the same byte pattern
may occur dozens, hundreds, or even thousands of times (the match frequency is dependent
on the chunk size), the amount of data that must be stored or transferred are greatly reduced.

Advantages of proposed system

Login and data read options are available for patients and research centres
Highly secure data transmission.

Reduced network traffic.

User friendly.
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e High speed of data access.
4. RESULTS AND DISCUSSION

The successful implementation of the proposed method is demonstrated and experimental
results prove the efficacy of the scheme. The snapshots of figure 4 and figure 5 display the ease
and effective working of the system.

&« [GEE) @ localhost:3080/Hos/owner_h

select ResearchCentre
Secret Key:
Get Key

Upload File: No file selected.

Fig.4 Uploading data to cloud

File Name : w1.txt

Download

Fig.5.Patient Login with download option

5. CONCLUSION

In this paper, a solution to the problem of privacy protection and sharing large medical data
in cloudlets and the remote cloud is presented. For the protection of user’s data privacy, NTRU
encryption mechanism is effectively used and de-duplication is also incorporated. Moreover, to
facilitate sharing of data in the cloudlet, a trust model that integrates measuring of users’ trust
level is developed and the proposed method is validated with experiments.
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